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FIGURE 34. Database search page.

Queries are returned as text descriptors that can be clicked to download data files to the user’s
computer. The 3D surface data is encoded in 16 or 32-bit gray levels and is stored in binary
using the format of the Mountains” metrology software system. A screenshot of the search

results page is shown in Figure 35.
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FIGURE 35. Search results page.

The Mountains® binary data format was chosen because it is generally well known in the
scientific community (specifically metrology/mechanical engineering) and is published. Users
however will not need to have the Mountains” software to open the data files downloaded from
the database. A Java language “plug-in” has been written for the open-source digital
imaging/analysis software suite ImageJ (developed at the NIH). The plug-in, which is available
on the website, allows Image] functionality to be used to perform measurement tasks as well as
interactive 3D viewing of the tool mark surfaces in the database. Brief description of this
functionality is given below. Users of the database can also develop their own analysis software
to open and operate on our data files (this was our original intention for making the toolmark

data record in this study available to the wider forensic tool mark analysis community).

1.4 Surface visualization and measurement software

®

Surface and profile format for the files in the database is Mountains ~ .sur format. Data is

saved in binary format to save space. Again, the Mountains® program is not needed to open the

files. Instead the open source digital image processing program, ImagelJ can be used
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(http://rsbweb.nih.gov/ij/). The ImageJ suite was chosen because it is a fully extensible

programming paradigm (besides being open source and platform independent). ImageJ can be
used to make basic measurements on the surface and view it in an interactive 3D format. Figure
36 shows a primitive fixed 3D image of one of the primer shear striation patterns produced with

ImageJ.
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-24187.0

FIGURE 36. Basic 3D primer shear image produced by ImageJ from data in our database. A
practitioner/researcher can generate figures such as this by simply downloading data from our
database, installing ImageJ and opening the data file. Basic measurements can be made on the
fixed 3D images, such as that shown in the figure. The units in the figure are in pixels and 16-bit
grey levels, however they can be converted to any set of length units.

When the Image] plug-in is installed (which is just a copy and paste operation for the

user), a calibrated surface image appears as shown below in Figure 37.
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FIGURE 37. Micrometer calibrated 2D image of a Glock 19 primer shear.

The topography files exist in separate windows and can be easily aligned for visual inspection.
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FIGURE 38. Topographies of three screwdriver striation patterns (two screwdrivers), shown in

grey levels.

The ImageJ toolbar (Figure 39) allows the user access to numerous measurement and

manipulation tools such as rotation, length and angle measurement.
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FIGURE 39. ImagelJ toolbar. Makes measurement and manipulation of calibrated tool mark

images from the database simple and flexible.

The surface files can also be shown as 3D interactive plots (Figure 40). The color encodes the

surface height.
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FIGURE 40. Interactive 3D ImageJ images screwdriver striation patterns.

Topography profiles across arbitrary tool marks in the database can also be generated as shown

below in Figure 41.
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FIGURE 41. Basic primer shear images produced by Image] from data in our database. Imaging

and measurement tools of ImagelJ applicable to any toolmark in the database however.
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All images generated with ImagelJ can be saved in any number of standard formats (JPEG, TIF,
etc.) and can be opened in other imaging programs (e.g. Photoshop) for further annotation,

preparation for court exhibits, lectures and publication presentations.

1.5 Profile simulator software

A portion of the database consists of 9mm cartridges fired for the Hamby-Thorpe study
(Hamby 2009b). For original Hamby-Thorp study, two to three cartridges/Glock were available.
The statistical analysis techniques used in this project however are numerically more reliable
with five or more “replicates” per experimental unit (i.e. cartriges/gun). In order to exploit the
Hamby-Thorp benchmark data set, a wavelet decomposition based simulator was written in the
Mathematica programming language (Mathematica was chosen in the interests of a speedy
prototyping process.). The program takes as input two or more profiles generated by the same
tool. Figure 42 shows the collection of three mean profiles from primer shears of the three

cartridges fired from Glock G26 SN CMR289US (database designation).
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FIGURE 42. Mean profiles (aligned) of three primer shears on the three cartridges fired from
Glock G26 SN CMR289US.
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The pyramid algorithm for the discrete wavelet transform (DWT), which is available in

Mathematica, was used to perform multi-resolution analysis (MRA) on each profile (Mallat

2008, Percival 2006). At each level of decomposition (scale) a set of wavelet coefficients is

determined for each increment of translation. Figure 43 show the wavelet coefticients for the 13

levels (12 detail, 1 mean) of its MRA using a fourth-order Coiflet wavelet basis (Fu 2003).

Mean profile:
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FIGURE 43. Mean profiles 1 of G26 SN CMR289US along with the wavelet coefficients from
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its MRA, Coiflet(4) basis. Extreme left and right boundary coefficients are noisy for the highest
detail levels (levels 1-5). Effects from these coefficients are later excluded from the simulated
profiles.

Wavelet coefficients from each level are collected together segregated for a group of
profiles. Each translational increment at each level for a group of profiles is fit to a rough non-
parametric distribution with a Gaussian kernel and a standardized window width. A profile is
then simulated by sampling “simulated wavelet coefficients” from each set of distributions at
each level. The inverse DWT is then applied to a simulated set of coefficients in order to
construct the simulated profile. A particular simulated profile can be kept or thrown away. The
“keep criteria” used by the software is a user specified level of correlation. If the correlation
coefficient between the simulated profile and any number of real profiles (specified by the user)
reaches a user defined level of correlation, the simulated profile is kept. Otherwise it is thrown
away. The number of points to drop from the left and right boundaries can be specified, though
5% from either end is recommended.

The Glock in question could reasonably have generated kept profiles. Kept simulated
profiles can then be fed back into the simulator in order to simulate more profiles. Thus the user
has control over the real profiles used as input to the simulator, the wavelet basis, the number of
real profiles to compare the simulated profiles to, ability to feed simulated profiles back into the
simulation. Hence any dataset of two or more real profiles (from any striated surface, not just
primer shears) can be built up to any sized data set that could reasonably have been generated by
the source tool of the real profiles. Loosely speaking, a simulated set of profiles can be as
“similar” or “different” for a real set of profiles as a user desires. An example set of 30 profiles
generated from the three mean profiles of Glock G26 SN CMR289US is shown in Figure 44.
The correlation coefficient for each of these profiles is greater than 0.85 with each of the three

real profiles.
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FIGURE 44. Thirty simulated profiles of Glock G26 SN CMR289US along with the three real

profiles used in the simulation. Coiflet(4) wavelet basis used in the simulation.

If the correlation coefficient between the simulated profile and any number of real
profiles from the same experimental unit (i.e. primer shear or screwdriver striation pattern) is
greater than or equal to a user defined level of correlation, the simulated profile is kept. This cut-
off allows the user to set a minimal level of similarity between the simulated patterns and the real
patterns used to generate them. The cut-off should be set to a low value. For the studies
described in section 2 (below) the “minimal” correlation coefficient between real and simulated
profiles was chosen to be 0.5. This cut off was chosen by examining the distributions of “known
match” scores (KM) and “known-non match” (KNM) scores for real profiles. For example,
Figure 45 shows the KM and KNM distributions for mean profiles of the real cartridge case
primer shears. The crossover point is approximately 0.6. To be more conservative and create an
even more challenging data set, it was decided to choose a cut-off point well below this, 0.5. As

can be seen from the figure, a score of 0.5 is well into the KNM regime.
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Figure 45. Correlation “similarity” scores between 162 primer shear mean profiles from the

database.

Typically the correlation between the simulated profiles and their real counterparts was not as
low as the cutoff (though users can set it to be). Choosing the cut-off to be a low level of
correlation allows for variation and challenging profiles to be included in the data set. However
the mean correlation between the simulated profiles can still float near the mean correlation
value between real profiles. Consider the following example. Figure 46 shows a set of mean
primer shear profiles from a Glock in the database which were relatively consistent (visually)

from cartridge case to cartridge case.
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Figure 46. Glock primer shear mean profiles labeled “patl” in the database.
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The eleven profiles shown in green are real. The thirty profiles shown in red are simulated from
the real. Overall visual inspection indicates that the simulated profiles are plausible variations of
the real profiles. The mean correlation coefficient similarity score between the real profiles was
0.82. The mean correlation coefficient between the simulated profiles is 0.84. The mean
correlation coefficient between the simulated and real profiles is commensurate with these, 0.83,
numerically indicating their validity as plausible representations of the real profiles.

In somewhat of a contrast to Figure 46, Figure 47 shows a set of mean primer shear
profiles from a different Glock in the database. This set is visually less consistent from cartridge
case to cartridge case. Again the green profiles are real (twelve) and the red (thirty) are

simulated.
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Figure 47. Glock primer shear mean profiles labeled “lauren” from the database.
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The mean correlation coefficient similarity score between the real profiles was 0.70. The mean
correlation coefficient between the simulated profiles is 0.68. The mean correlation score
between the simulated and real profiles is 0.70. Note that the minimum correlation cut-off for the
simulated profiles was set to 0.5 for both Glocks. This routine of validation/plausibility checks
for all sets of simulated profiles was used for both statistical studies (cartridge case primer shears

and screwdriver striation patterns) discussed in section 2.

1.6 R software and statistical analysis scripts
Software has been written to open and analyze the surfaces in the database with the R

statistical analysis suite (http://www.r-project.org/). R software has also been written to perform

conformal prediction theory computations for support vector machine classifiers and k-nearest
neighbor classifiers. The R scripts used for PCA, CVA, SVM and error rate estimations used in
this project as well as all of the above R software are available on the project’s website discussed

above (http://toolmarkstatistics.no-ip.org/). Note that, at the time of writing this report, the

analysis scripts can only be used with 2D toolmark profiles. These profiles however can be
generated from the toolmark surfaces with the R software discussed above. Profiles available for
immediate use/exploration by users are mean, median, mode, user selected and random. Spline
functions can be fit to the profiles so that first and second derivatives of the profiles can be used
in the statistical analysis scripts if the user desires.

Arbitrary profiles of the surface can also be transformed into “barcode”-like signals. The
scheme fits a cubic spline function to the selected profile. The fit function is then differentiated
to find its critical values. It is at the critical value where the “peaks” and “valleys” of the profile
occur. When a critical value is found (to within a user-set tolerance) a vector of 1s is used to
represent a peak and a vector of -1s is used to represent a valley. The widths of these motifs (i.e.
peaks and valleys) are computed by finding half the distance between a motif (peak or valley)
and the motif immediately to its left (valley or peak). Distances from the extreme left or right of
the profile, halfway to the closest motif, are recorded as vectors of zeros. An example barcode is

shown in Figure 48.
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FIGURE 48. Barcode with corresponding surface profile overlaid. The red circles mark the
peaks and valleys found by barcode generating algorithm. The green circles mark zeros of the

profile’s first derivative.

The profile corresponding to the barcode appears superimposed. The red circles are the peaks
and valleys picked out by the algorithm. The green circles mark the actual critical points of the
profiles derivative, found by the algorithm.

The barcode algorithm basically behaves as an “edge detector”. Thus it can be used on all
the profiles making up a surface. A composite of the barcodes is a representation of where the
major striation pattern appears. An example of the barcode algorithm applied to an entire

striation pattern is shown in Figure 49.
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FIGURE 49. Edge representation of a striation pattern surface. Surface is a primer shear. The

image is built up form profile barcodes corresponding to profiles making up the surface.

Finally, if the mode is taken down each of the columns of Figure 49 one obtains the “mode-
barcode” for the striation pattern (cf. Figure 50). Profile barcodes, surface edges or mode-
barcodes can all be input into the statistical analysis software as physical representations of the

tool mark.
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FIGURE 50. Mode-barcode representation of primer shear striation pattern. The mean profile of

the primer shear surface is superimposed for reference.

As can be seen from the above discussion users of the R software developed in the course of this
project have a great deal of flexibility in the way in which profiles extracted from striation
surfaces can be represented. However, as a matter of note, the statistical studies presented in the
next section, take a standard approach to striation pattern representation. Only mean waviness

profiles are used in the analysis.

2. Statistical Analyses

2.1 Glock primer shear striation patterns
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One hundred sixty-two primer shear striation patterns generated by breach face shear on
Glock 19 fired cartridge cases (twenty-four guns) were statistically analyzed. Enough field of
view “tiles” were scanned so that one end of the striation pattern to the other was scanned. The
resulting tiles were stitched together and very noisy portions at the ends were cropped out. Figure
51 shows four (un-aligned), ~2000 um wide, primer shear striation patterns on cartridge cases

fired from Glock #2 after the noisy ends have been cropped.
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FIGURE 51. Four (unaligned) primer shear striation patterns on cartridge cases fired from the

same Glock.

Typically, scanned surfaces require first (“leveling” or linear trend removal), second or
third order polynomial removal. It was determined that, all scanned striation patterns would be
subjected to third order polynomial “form” removal. Third order was chosen because it removed
a good deal of the gross “warping” apparent in all of the primer shear patterns. Generally
speaking, third order form removal took out about as much warp as fourth order but more than

second order. An example of a form removed primer shear pattern appears below in Figure 52.
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FIGURE 52. Detrended (form removed) primer shear striation pattern on cartridge case fired

from Glock #3, cartridge case 2.

The resulting detrended surfaces were then filtered into roughness and waviness components
using the Gaussian filter and Axc = Ayc = 0.025 mm cutoff values (Muralikrishnan 2009, Chu

2010). An example of the output for these computations is shown in Figure 53.
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FIGURE 53. Mean total profile, mean waviness profile and mean roughness profile from the

detrended breach face shear striation pattern of Glock #3.

For striation patterns where the “lines” run vertically down the surface in the y-direction,

there is an obvious high redundancy of information (cf. Figure 54).
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FIGURE 54. Form removed primer shear from Glock #3, cartridge case 2 viewed from above.
The dimension of the surface is 2.1 mm x 250 um but scaled to appear square for display

purposes. Note the prominent striation pattern running from the top to the bottom of the figure.

Thus, mean profiles were used because they provide good overall summaries while having file
sizes that were manageable. It is current standard practice to use the mean profile as input into
the statistical discrimination algorithms instead of the entire surface (Vorburger 2007, Bachrach
2002, Chu 2010, Bachrach 2010, Chumbley 2010, Faden 2008).

Next, the roughness and waviness components from each surface were closely examined.
From the profile plots it was clear that almost all of the “line structure” in the striation pattern,
apparent in a comparison microscope, was contained in the waviness surfaces across all of our
samples. Therefore, only extracted waviness was processed through the statistical regime
discussed below. The waviness component of each mean profile was loaded into the R statistical
program for further processing (R Core Development Team 2009).

The profiles were first normalized such that their z-heights ranged between 0 and 1 (as
discussed above). The mean profiles require alignment, i.e. registration, to be processed as
maximally similar multivariate feature vectors. Using the max CCF methodology the profiles

were aligned. Within a collection of cartridge cases from a particular Glock, the longest profile
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was chosen as a reference. The remaining profiles are then maximally aligned with respect to the
reference profile. Next, the mean profiles between guns were aligned. This was done via the
group-mean-profile procedure.

In order to fully exploit the Hamby-Thorp portion of the data set it was needed to
increase the number of mean profile replicates per Glock. Plausible replicates were generated
using the wavelet simulator discussed. The wavelet expansion was used because it offers a
principled multi-scale description of surface morphology and allows for statistical analysis to be
carried out efficiently (Maksumov 2004, Reizer 2010). It was decided to balance the whole data
set and simulate enough profiles so that each gun is represented by 30 mean profiles. The real
data set consisted of 162 collected profiles taken from a subset of 24 different Glocks in the
database. After simulations were carried out the data set size was 720 profiles (30 total for each
Glock). Criteria for keeping simulated profiles was a correlation of greater than 0.5. This low
bound to “similarity” was chosen to generate a challenging set of profiles to discriminate.
Profiles were simulated in blocks of ten. The growing sets of group profiles (both real and
simulated) were fed back into the simulator as input until the set reached 30 acceptable profiles (
(again, criteria for an acceptable simulated profile was a correlation “similarity score” greater
than or equal to 0.5 with the real profiles).

The augmented data set (720 profiles) was renormalized and registered. The profiles were
stacked together and trimmed to the same length (4233 points or about 1.7 mm), forming a data
matrix. For the profiles of our test set, the data matrix had dimensions 162 waviness profiles by
3618 points per profile. The z-heights of the profiles were renormalized and realigned between
groups.

The resulting data matrix of profiles contained 3618 columns. The matrix was first mean
centered. Two classification regimes were employed, PCA-SVM and PCA-CVA-SVM. Hold-
one-out cross validation (HOO-CV) was used to choose a reasonable sized dimension in which
to carry out error rate estimation of the classification methodology.

One-vs.-one multiclass support vector machines (SVMs) (linear kernel, penalty
parameter C = 1) were then applied to the PCA dimensionally reduced data space (Vapnik,
1998). The lowest HOO-CV error, 4.1%, occurred first at PCA dimension 22 (99.5% variance
retained). The relatively high HOO-CV error rate of 4.1% was not surprising as the simulated

portion of the data set was constructed to be challenging to classify.
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Using 2,000 bootstrap resampling iterations, 22D PCA-SVM produced a refined
bootstrap error rate estimate of 2.5%. The 95% confidence interval for the error rate, also
determined by bootstrapping, was 1.3% to 3.2%. Figure 52 shows the bootstrapped error rate
optimisms for SVM classification, which was used to compute the confidence interval around the
error rate.

The classification results with the PCA-CVA-SVM analysis were better. The data’s
dimension was first reduced to 31-dimensions, using PCA (99.9% variance retained), removing
most of the redundancy. HOO-CV was then applied with CVA-SVM to choose a final
dimension size. A 2.5% HOO-CV error rate (the lowest HOO-CV error rate) was found first in a
15D CVA space. The refined bootstrap error rate (2000 resampling iterations) on the resulting
15D PCA-CVA-SVM discrimination model was 1.1%, with a 95% confidence interval of 0.6%-
1.8%, using 2,000 bootstrap resampling iterations. Thus both classification regimes produced
low error identification error rate estimates. PCA-CVA-SVM not surprisingly preformed a bit
better as CVA attempts to project the data into a more group clustered data space.

Conformal prediction theory using the SVM classifier was then applied to the PCA-CVA
projected data set. A random sample of 25% of the data set, (180 profiles, both real and
simulated) was selected as an unknown test set. The identification confidence for the algorithm
was set to 95%. As should be the case, the empirical (i.e. finite sized data set) error rate was
5.3%, very close to the theoretical long run limit of 5%. In and of itself, the CPT error rate is not
very interesting as the method is guaranteed to an error < 5% of the time in the long run, at the
95% level of confidence (Vovk 2005). The efficiency of the “correct” identifications must be
gauged as well. A “correct” answer (confidence region) output by a CPT based classifier need
only contain the correct identification label. Technically “correct” confidence regions can
contain more than one, or even, all possible tool identifications. Thus the numbers of multi-label
and “uninformative” (containing all labels) answers output by the CPT algorithm are important
in assessing the classifiers performance. For this dataset no “uninformative” confidence regions
were produced. The multi-label confidence region rate was 24%. This rate was a bit high,

however the number of labels in these multi-label regions never exceeded two.

2.2 Screwdriver striation patterns
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Each toolmark was scanned using the 50x-long working distance objective (0.6 NA).
Under the confocal microscope, the left edge of each toolmark was denoted to provide a point of
reference for the section of striations. Once the left edge was marked, we moved in (towards the
right) 1,000 um. The purpose of this was principally for scan time savings. The confocal
microscope collects slices of information in the z-direction. Because the left edge of the striation
patterns are generally so much higher than the rest of the mark, scanning from the left edge
would have increased the scanning time dramatically, with relatively little gain of information.
From this point (1,000 um in from the left edge), seven sections were selected so that there was
some overlap for the confocal microscope software to stitch together. The noise-cut method used
for all the toolmarks was Z-interpolation. This is the same process that was used for cartridge
cases.

Third order polynomial form removal was used to level the images, as with the Glock

cartridge casings (Figures 55 and 56).
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FIGURE 56. Three-dimensional image of a striation toolmark after form removal

The resulting detrended surfaces were then filtered into roughness and waviness components
using the same parameters as were used with the primer shear study. An example of the output

for these computations is shown in Figures 57 and 58.
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FIGURE 58. Three-dimensional image of waviness profile.

Just as for the primer shear study, mean waviness profile was focused on to obtain information
about the general shape of the toolmark. Mean waviness profiles were computed from all

waviness surfaces in R. Figure 59 shows one such mean waviness profile.
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FIGURE 59. Mean profile of waviness profile.

Prior to statistical analysis, the mean profiles required rescaling and registration. The
same procedures were followed as for the primer shear study. First, the algorithm rescaled each
profile so the height information would be on a scale of 0 to 1. In essence, the lowest point on the
profiles would be marked 0, and the highest point in the profiles would be marked 1. The
algorithm also aligned the profiles within and between each group as was done in the cartridge
case primer shear study.

Eight Craftsman® and ten Iron Bridge® Y-inch slotted screwdrivers were examined and
labeled. Furthermore, each side of the screwdriver tip was labeled either A or B. As a result, the

toolmark striation patterns of thirty-six different screwdrivers were analyzed. The toolmark
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medium used in this study was lead because, as explained previously, lead is soft enough to make
test marks without damaging the tool’s working surface and produced less noisy images with the
confocal microscope. Five replicate striation patterns for each side of each screwdriver were
produced for a data set size of 180 patterns.

As was the case for the primer shear study above, PCA-SVM and PCA-CVA-SVM were
exploited to assess the striation pattern identification error rate estimates. Unlike the primer shear
study however, no simulated data was used. For the PCA-SVM computations, HOO-CV was
used to find a lowest error rate (3.3%) first at 19 PCA dimensions (99.0% variance retained).
Using the data set projected into 19D PCA space, the refined bootstrapped error rate estimate
was found to be 2.6% with 2,000 resampling iterations. The 95% confidence interval for the
error rate, as determined by the bootstrap optimism histogram was 0.6% — 6.1%. This 95%
confidence interval for the error rate is wide and was a bit surprising at first. Visual examination
of mean profiles that were incorrectly identified in the initial HOO-CV process were relatively
straight forward to pair with the screwdriver that created it. We have observed this behavior in
past machine learning projects when too few replicate patterns per group are used in the
fitting/validation process. Though five replicates per group is generally accepted practice in the
chemometrics community (where many of the machine learning algorithms used here are also
used), we decided to examine if the confidence interval around the error rate would narrow if
more replicate profiles per screwdriver were included. A simulation run was performed on the
real screwdriver profiles (180) using the same operating parameters as were used for the
cartridge case primer shear profiles. Twenty-five profiles were simulated for each screwdriver
brining the data set size up to 1080 patterns (30 profiles per screwdriver). Hold-one-out cross-
validation indicated that 13 PCA dimensions would yield a reasonable space in which to carry
out bootstrap error rate estimation. The refined bootstrap error rate estimate for 13D PCA-SVM
discrimination model was 0.41%. The refined bootstrap 95% confidence interval around the error
rate estimate, [0.09%,0.83%] was indeed narrower using the augmented data set with thirty
replications per screwdriver.

For the PCA-CVA-SVM computations the data was first reduced to 99.9% variance with
PCA (31D). HOO-CV found the lowest error rate (0%) first at 7 CVA dimensions. Again, as was
the case for the primer shear study, these results using CVA combined with PCA are much better

than the PCA based results alone. Also the model is much simpler (i.e. lower in dimension). The
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refined bootstrap identification error rate estimate using this model was found to be 0.6% with a
corresponding confidence interval of 0% to 2.8%. Again 2000 resampling iterations were used
and the confidence interval was determined by the bootstrap optimism histogram. Interestingly
CVA did not seem to improve the discrimination ability of the model much when used on the
augmented screwdriver dataset. 21D PCA-8D CVA-SVM (PCA dimension was 99.9% variance
retained, CVA dimension determined with HOO-CV) refined bootstrap error rate was 0.40%
with a 95% confidence interval of [0.09%, 0.74%]. This is basically the same as the PCA-SVM
error rate estimate to within small statistical fluctuation.

Conformal prediction theory using the SVM classifier was applied to the PCA-CVA
projected data set at the 95% level of confidence. A random sample of 40% of the data set, (72
screwdriver striation pattern mean profiles) was selected as an unknown test set. The empirical
error rate was 1.4%, which seems a bit optimistic at the 95% confidence level and probably
reflects a statistical fluctuation due to the smaller size of data set. A study with the extra
simulated profiles is underway. The rate at which multi-labeled confidence regions were
produced was very low at 1.4%. Again, as was the case for the primer shear study, no multi-
labeled confidence region had more than two labels (in this study there was only one multi-label

region produced). No uninformative confidence regions appeared.

IV.Conclusions
1. Discussion of findings

This research outlines a set of objective and testable methods to associate toolmark
impression evidence with the tools and firearms that generated them. Striation patterns are the
focus. The results complement previous univariate based toolmark discrimination studies and are
consistent with and buttress the qualitative conclusions of the forensic firearms and toolmark
examination community.

Three dimensional confocal microscopy, surface metrology and multivariate statistical
methods lie at the heart of the approach presented in this project. Through the studies described,
practitioners can see how a surface metrological-statistical scheme can provide an investigative
aid and estimate algorithmically based identification error rates for firearm and toolmark

comparisons.
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Striated toolmarks were collected from screwdrivers and chisels. Striated and impressed
toolmarks were collected from cartridge cases. Quantitative confocal images of the surface
topographies of all toolmarks examined have been included in a database. The forensic research
and practitioner community can access information in the database at the website URL:

http://toolmarkstatistics.no-ip.org/ . Data from this project is being made available for further

research by the academic and practitioner communities and for interested practitioners to
construct images for court exhibits. Several pieces of software, including software for
visualization of/measurement on the toolmark surfaces in the database, were generated in the
course of the project. All software and R statistical analysis scripts used are available on the
website.

The reasonably complete striation patterns from screwdrivers and the primer shear from
9mm Glock fired cartridge cases could be summarized as multivariate feature vectors in the form
of mean profiles. These mean profiles were used with standard multivariate machine learning
methods in order to estimate identification error rates from such an algorithmic regime. A
combination of principal component analysis (PCA), canonical variate analysis (CVA) and
support vector machines (SVM) proved most effective for accomplishing this task with low

identification error rate estimates, generally ~1% with 95% confidence intervals ~[0%.3%].

Bootstrap resampling was used to estimate these identification error rates and confidence

intervals. A summary of these results appears in table 1.

Table 1. Summary of statistical analysis results.

Fitted discrimination model dimensions. See text.
®Hold-one-out cross-validation error rate estimate. Used to choose model dimensions.
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‘Refined bootstrap error rate estimate. Square brackets are 95% confidence intervals around error rate
estimates.

# Patterns Dimensions’ HOO-CV® Bootstrap*
Cartridge Case PCA-SVM 720 (162 real, 558 simulated) 22 4.1% 2.5% [1.3%,3.2%)]
Cartridge Case PCA-CVA-SVM 720 (162 real, 558 simulated) 31,15 2.5% 1.1% [0.6%,1.8%]
Screwdriver PCA 180 (180 real) 19 3.3% 2.6% [0.6%,6.1%]
Screwdriver PCA-CVA-SVM 180 (180 real) 31,7 0% 0.6% [0%,2.8%]
Screwdriver aug.’ PCA 1080 (180 real, 900 simulated) 13 0.56% 0.41% [0.09%,0.83%
Screwdriver aug.’ PCA-CVA-SVM 1080 (180 real, 900 simulated) 21,8 0.56% 0.40% [0.09%,0.74%

IAugmented with simulated patterns, based on the real patterns.

Conformal prediction theory (CPT) was used to assign rigorous levels of confidence to
all PCA-CVA-SVM toolmark identifications. Such levels of confidence can help a judge or jury
assess the quality of an algorithmic association of a tool to a toolmark. The CPT classifiers
proved to be reasonably efficient, producing only small multi-label confidence regions and only
at relatively low rates. Uninformative confidence regions were not observed. Note that
bootstrapping methods, PCA, CVA, SVM and CPT have very few underlying assumptions built
in, and this was a major reason why they were chosen. This is a major advantage to their use in a
courtroom setting where their results will be far more likely to stand up to adversarial scrutiny
and be less open to attack.

Unfortunately the three-dimensional impressed toolmarks and the “patchy” chisel
striation patterns proved too complicated for our current suite of developed software to analyze
at this time. (This is another reason why we are making the data collected for the project
available to the wider research community.) Development of open source software for the
machine learning analysis of complete three-dimensional impression patterns and incomplete
toolmarks will be the subject of future research.

That said, practitioners could apply the machine learning regime presented here, to any
set of reasonably complete striation patterns (i.e. of reasonable quality), and generate tool-
toolmark association error rate estimates and identifications at a chosen level of confidence.
Given the findings of the studies presented above as well as those of previous univariate based
projects, their results will no doubt be consistent with the theory that no two striation patterns

derived from different tools are identical.
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2. Implications for policy and practice

Impression evidence left at crime scenes is indispensable and cannot be allowed to
become inadmissible in court. Access to our database and methodology will provide the law
enforcement community with data and standardized methods to make quantitative comparisons.
Computational pattern recognition is already widely used in industry, including chemical
engineering, audio/visual engineering, mail and product sorting, computer security, marketing,
etc. It is absolutely critical that the forensic community take advantage of the enormous potential
of pattern recognition and the computing power available today. Adopting these statistical
techniques for impression pattern comparison will yield standardized and efficient protocols as
well as reproducible, independently verifiable, fair and accurate conclusions. In practice, the
methodologies and data developed for this project gives forensic toolmark examiners literature

and tools that will preserve this valuable evidence’s admissibility in court.

3. Implications for further research

The results of toolmark pattern classification resulting from other 3D microscopy
technologies needs to be extensively compared. Do interferometric and focus variation type
microscopies provide the same topographies as confocal microscopy (i.e. to within an acceptable
level of random error)? Some studies have been done, in particular at NIST (Song 2006). Still,
more work is needed.

Work needs to be done to extend the multivariate machine learning methodology
developed here to full 3D surface data sets. Our preliminary computational experiments suggest
that registration of a large number of 3D surfaces for direct feature vector computation will be
(unavoidably) extremely intensive computationally and not apt to run well on current desktop
computers. Thus rotation and translation invariant features for use with multivariate
classification techniques need to be explored for performance enhancement.

Open source, platform independent interactive imaging/ preprocessing/ measuring
programs for 2D and 3D toolmark analysis need to be developed for the forensic toolmark
examination community. Software in this project has taken the first steps towards that goal. Still
however, work needs to be done to standardized noise removal in acquired 3D topographies.
GPUs can be harnessed for heavy numerical computations involved in noise removal and surface

filtering operations and wavelet computations. Also, an R port of the wavelet based profile
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simulator developed in Mathematica for this project needs to be accomplished so that anyone
interested can use it.

Bachrach ef al. and Chumbley ef al. have shown that the angle at which a “scraping” tool
is used to create a striation pattern is crucial to computing the toolmark’s identity. Future
research can and will focus on varying the angle of attack when generating striation patterns.
Other real world toolmark media such as bone must also be carefully considered.

Recently genomics has been able to leverage empirical Bayes methods due to the large
size of the data sets routinely encountered in that field (Benjamini 1995, Efron 2010, Kall
2008a,b). Considering the number of yes/no decisions a machine learning task makes when
classifying an unknown against several possible groups, empirical Bayes methods may be
applicable to toolmark analysis as well. Specifically, local false discovery rates can provide

another “match quality” measure in a way similar to CPT.
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VI. Dissemination of research findings
The products of the this research have been presented at the following conferences and
professional meetings:
1. International Conference on Surface Metrology, Worcester Polytechnic Institute,
Worcester, M.A., October 25. 2010. Title: “Forensic Surface Metrology, Firearms and Tool
Mark Evidence”.

97
This document is a research report submitted to the U.S. Department of Justice. This report has not
been published by the Department. Opinions or points of view expressed are those of the author(s)
and do not necessarily reflect the official position or policies of the U.S. Department of Justice.



This document is a research report submitted to the U.S. Department of Justice. This report has not
been published by the Department. Opinions or points of view expressed are those of the author(s)
and do not necessarily reflect the official position or policies of the U.S. Department of Justice.

2009-DN-BX-K041 Final Report
December 2011

2. Northeastern Association of Forensic Scientists (NEAFS) 2010 meeting, Manchester
Village, V.T., November 12 2010. Title: “Statistical Analysis of Chisel Marks”.

3. Federation of Analytical Chemistry and Spectroscopy Societies (FACSS) conference.
Rayleigh, N.C., October 19. 2010. Title: “Application of Chemometrics and Advanced
Pattern Recognition to Trace Evidence Analysis”.

4. Hofstra University, Department of Chemistry, New York, October 13. 2010. Title:
“Application of Advanced Computational Pattern Recognition to Trace Evidence Analysis”.
5. Olympus Tech Tour, New York, September 21. 2010. Title: “Confocal Microscopy and
Tool Mark Analysis: Pushing Out the Frontiers of Forensic Science”.

6. National Institute of Justice Pattern and Impression Evidence Symposium, Clearwater,
Florida, August, 2. 2010. Title: “Addressing the National Academy of Sciences Challenge:
Methods for Statistical Pattern Comparison of Striated Tool Marks”.

7. Association of Firearms and Tool mark Examiner (AFTE) Annual Training Seminar,
Chicago, I.L., May 31, 2011. Title: “Confocal Microscopy and Striated Tool Marks:

A Statistical Study and Potential Software Tools For Practitioners”. This presentation was
awarded “Best Paper of the 2011 AFTE Seminar”.

8. American Academy of Forensic Sciences (AAFS) Annual Conference, Chicago, I.L.,
February 25, 2011. Title: “Computational Pattern Recognition of Striation Patterns: Fired

Cartridge Cases and Chisel Striation Patterns”.

The website will be advertised on the AFTE forum website

(http://www.afte.org/forum/smfl/index.php) at or near the official end of this project. Some

preliminary findings of this research has been published in the following peer-reviewed journal
article:

Carol Gambino, Patrick McLaughlin, Loretta Kuo, Frani Kammerman, Peter Shenkin, Peter
Diaczuk, Nicholas Petraco, James Hamby and Nicholas D. K. Petraco, “Forensic Surface

Metrology: Tool Mark Evidence", Scanning 27(1-3), 1-7 (2011).

Further results will be formatted into additional articles and will be submitted for
publication in the Journal of Forensic Sciences, Forensic Science International, or the AFTE

journal. In addition, the products of this research will possibly be published in a textbook
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covering tool mark examination as well as other forms of impression evidence. Lastly, the A&E
Television program “Forensic Files” interviewed members of our research group about research

in this project.
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